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AI security, automation, and threat
intelligence



During an active code freeze. 1,206 executives and 1,196
companies erased. Then it lied about whether rollback was
possible link.   

Production database and all backups gone in 9 seconds.
Agent found an unrelated API token to authorize the delete.
No confirmation link.   

P A S T  I N C I D E N T S

None of these were attackers.
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https://www.reddit.com/r/replit/comments/1m5biur/replit_agent_deleted_a_1m_saas_startups/
https://x.com/lifeof_jer/status/2048103471019434248?s=20


An attacker submitted a pull request to the
open-source repo for AWS's official VS Code
extension. 

The PR injected a system prompt telling the
agent to wipe the user's filesystem and cloud
resources. It was merged, signed, and shipped
to nearly a million developers via the official
marketplace. here

P A S T  I N C I D E N T S  U 9 U P

https://www.lastweekinaws.com/blog/amazon-q-now-with-helpful-ai-powered-self-destruct-capabilities/
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Observability inn’t blame. It’s accountability 
Traces don’t stop the incident. They stop you from being alone wiht it

W H A T  I T ’ S  N O T

A way to git blame the agent.

"The agent did it" is not a defense. You shipped the agent. You configured
the prompts. You gave it the credentials. The trace doesn't shift
responsibility — it just means you can't pretend you don't know what
happened.

W H A T  I T  I S  

An audit trail of every decision your
agent made.

A neutral record that exists outside the agent's narration. Your team, your
auditor, your customer, your regulator — they can all read the same trace.
Nobody has to take the agent's word for what happened.

You don't trace the agent to blame it. You trace it because you're still responsible for what it did.
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Jailbreaks, prompt injection, exfiltration attempts and your own
agent running rm without permission.

Detect adversaries & “insiders”

Same prompt, different output. Tracing replays the exact prompt,
model, tool calls, and chain that produced the bug.

Debug non-deterministic failures

Model upgrades, prompt edits, retrieval changes and watch quality
degrade in dashboards, not in customer tickets.

Detect Model Drift & Hallucinations

Why prompt tracing.
You can't fix what you can't see. You can't ship what you can't measure.

Latest jailbreaks bypass guardrails. They don't bypass the camera.
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User Prompt

LLM API Call 

Tool/Chain

Response 

Trace

Spans — individual steps (LLM call, tool use,
retrieval)
Attributes — model name, token count, latency
Events — errors, retries, guardrail triggers

Each Traces Contains

What is Prompt-Tracing

A trace is the structured record of one AI interaction — from raw
prompt, through every tool call and reasoning step, to the final
response.
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Then 
One Prompt. One output

User Prompt

Now
One prompt in. The agent reasons, calls tools, edits files, loops back  and eventually answers

LLM Output

User Prompt Agent

Reason

Tool call: web_search

Observe

Decide

Output

T H E  C O M P L E X I T Y  J U M P

Then vs now.
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H O W ?

Implement The magic of OpenTelemetry.
Instrument once. Route anywhere. CNCF standard, vendor-neutral.

S O U R C E S

RAG app

OTel SDK

LangGraph agent

Auto-instrument

MCP server

Tool call spans

OTLP / gRPC :4317 O T e l  C O L L E C T O R

Receivers
otlp, kafka, prometheus

Processors
redact, batch, sample

Exporters
fan out to N backends

B A C K E N D S

MLflow
Trace UI, evals

Langfuse
Span explorer

Prometheus
Metrics, alerts

Your SIEM
Security analytics

Instrument once. Route anywhere. Redact at the collector before traces leave the network.
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DEMO
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DEMO



DEMO
P R E V I O U S  E X A M P L E :  

Can we stop it?
Seeing the attack is step one.
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G U A R D R A I L S

Prevention
You can always stop with guardrails for simple attacks like this...
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T r a c i n g  D a s h b o a r d

Traces
As Adversary attacks getting tricky, you need a continous evalutation dashboard for this.
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B E Y O N D  T R A C E S

Guardrails Block Simple Stuff
Traces 

Learn from what bypasses
you  

Run evaluations on past traces to find
prompts that beat your guardrails. Spot
bypass patterns. Build the next defense
from real attacks, not hypothetical
ones.

Know you're under attack 

Traces flag suspicious behavior as it
happens, unexpected tool calls, loop
counts spiking, patterns matching
known abuse. Whether you block it or
not, you know.

Close the loop on your
defenses

Feed every bypass back into your
guardrails as a new test case. Traces
turn one attack you survived into a
regression test that catches the next
one.

Latest jailbreaks bypass guardrails. They don't bypass the camera.
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T H E  R E A L  A R G U M E N T

Guardrails ≠ Observability.
You need both — but most teams only buy the bouncer.

P R E V E N T I O N

Guardrails
The bouncer at the door

Asks: Should this prompt be allowed?

Acts: Block or sanitize at the edge

Sees: One request at a time

Fails when: The attack is novel, or the bug is internal

Effective against known patterns. Erodes against new ones.

V I S I B I L I T Y

Observability
CCTV across the whole building

Asks: What did the agent actually do?

Acts: Records every span, tool call, decision

Sees: The full chain, end to end

Fails when: No one reads the traces

Catches the unknown unknowns. Including your own agent.

Guardrails ask permission. Observability keeps receipts.
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T A K E A W A Y S

Three things to walk out with.

01 Observability traces behavior, not just inputs.

Guardrails check the door. Tracing watches the whole house. Latest jailbreaks bypass guardrails but they don't bypass the camera.

02 The threat isn't always external.
Replit's database wasn't deleted by an attacker. Gemini's files weren't deleted by an attacker. Your agent is an insider with credentials. Treat
it like one.

03 You can't incident-respond without evidence.

When (not if) your agent does something dumb, traces are the difference between a 30-minute fix and a 3-day forensics nightmare.

PocketOS lost their database in 9 seconds. The teams that recover fastest are the ones who saw it happen.
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Appendix


